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Reducing cyber risk with Softcat’s

VULNERABILITY

ASSESSMENT SERVICE

What is the Vulnerability

Assessment Service?

Our Vulnerability Assessment Service conducts vulnerability

scans on behalf of your organisation, ensuring you
clearly understand your organisations vulnerabilities,

and makes clear as to how best remediate these through
expert consulfants.

How does it work?@

We work with you fo understand the type, number and
layout of the assets requiring scanning, and onboard

the relevant scanning engines to enable us to scan. We
will then conduct regular monthly scans, which when
completed, will be reported and emailed to you. A
consultant will then set up a conference call to walk you
through the scan results to discuss any questions you may
have regarding the vulnerabilities, and fo issue broad
guidance as to how to remediate these.
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Simple — all operational elements of
vulnerability scanning are taken care of

Comprehensive — able to cover complete
infrastructure estates

Supportive- consultants on hand to discuss
scans and answer questions

Clear — easy to understand reporting with
clear remediation priorities

Reassuring — access to Softcat cyber
security experts
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What are the benefits?

Detailed reporting and support

Our service gives you access to clear and detailed reporting, helping you
understand what was scanned, how vulnerable the relevant infrastructure is, and

how best to prioritise remediation efforts to maximise the amount of risk mitigated.
Finally should the report not answer all of your questions, consultants will be on hand

fo take you through the findings and answer any questions you may have.

Broad range of devices covered

Our platform has a range of scanning engines, allowing us fo cover a
broad range of devices, whether on premise, in the cloud, or somewhere in
between, in 99% of cases we can deploy engines in one way or another,

fo ensure your infrastructure can be scanned fully.

. Hassle free vulnerability scanning

" Our service takes away all of the headaches that comes with vulnerability scanning, from choosing a
! technology, to deploying scan engines, to even conducting the scans; our service takes care of all of this.
Simply supply the feam with the relevant information to onboard and we'll take it from there.

Draw on best practice industry experience

For some organisations, conducting and remediating vulnerabilities on a regular
' basis can be a real challenge. Fortunately Softcat already have a wealth of
experience in the security market and are best placed to advise using both the
understanding of the fechnical, and realworld examples.

Prioritised remediations

" Our reporting enables you to understand where your most significant

! vulnerabilities are, but also which remedial activities will mitigate the most risk.
This coupled with our industry experience of deploying controls and technologies
will ensure you are best placed to implement real world remediations.

Consultant-supported assessment — understand your current
vulnerabilities with clear guidance

Tried and trusted security process — experienced methodology

Measured against best practice — ensure you're fully secure

Clear get-well reports — make improvements quickly

Low cost, flexible process to allow timely achievement
of objectives
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