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HOW DOES THE SERVICE WORK?
With Softcat, you can easily integrate your Microsoft Windows Servers and Windows Desktop resources into the Duo platform. 
With this service, you can layer Multi Factor Authentication and Access Control Policies onto the authentication system that 
controls access to Windows Servers and Windows Desktops.  
 
Our consultant will onboard up to ten Windows Endpoint and/or Windows Server devices into the environment.  
This will enable them to fully test the enrolment and policy application with up to 10 pilot users. This gradual, controlled 
approach will allow users to evaluate the service with a limited number of pilots, providing a safe and tested environment  
for policy application and enrolment. 
 
After the environment has been configured, you will receive a high-level demonstration and handover documentation.  
You will then be ready to take full control and start utilising your environment to its full potential.

BENEFITS TO YOU 
Technology
Cyber insurance providers 
overwhelmingly require that  
businesses have Multi Factor 
Authentication in place, and Duo  
helps meet those requirements.  
Duo's easy-to-use solution makes  
it a breeze to secure access to  
on-premises resources with Multi  
Factor Authentication.

People 
Duo provides an MFA experience  
that is familiar to end users and  
user-friendly, reducing the complexity 
and risk of implementing Multi Factor 
Authentication.

Commercials
With Duo, you can reduce the cost and 
complexity associated with implementing 
and managing secured access to your 
on-premises resources. Your accounts 
are less likely to be compromised if you 
use MFA, and Duo provides a single 
source for MFA that's easy to use.  
As cloud-based security becomes more 
important, the lack of protection for  
on-premises infrastructure can leave 
gaps in a company's overall security 
posture. Duo can help reduce the risk 
of relying on one provider for identity 
protection.
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Implementing Duo to provide Multi Factor 
Authentication and Access Control protection 
to on-premises Microsoft Server Logons and 
Windows Desktop Endpoints.

DUO FOR ENDPOINT 
IMPLEMENTATION 
SERVICE

SERVICES: DUO FOR ENDPOINT IMPLEMENTATION SERVICE
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SUITABLE FOR YOU IF…
9 Your on-premises Windows Server infrastructure and user Windows desktop devices need better

access and identity control.

9 You are looking to address security vulnerabilities to comply with requirements from cyber insurance
providers.

9 You are looking to diversify your identity and access management platforms away from a single
vendor point of failure.

9 Your on-premises infrastructure needs more protection, but you don't want to deploy any more
complicated and expensive infrastructure.

9 You are looking to move towards a zero-trust security posture.

WORKS WELL WITH
Microsoft 365 Security Assessment Service
Providing an audit of your Microsoft 365 and Office 365 
environments against industry security benchmarks.

Microsoft 365 Advisory Service
Helping you to build an efficient, secure and successful 
Microsoft 365 environment.

Microsoft 365 Security Essentials 
Implementation Service
Kick-starting your Microsoft 365 security position, 
aligning with industry best practice standards.

SERVICES THAT BRING YOUR 
TECHNOLOGY TO LIFE
Contact your Softcat Account Manager today.

WHAT'S INCLUDED
Adapt to your needs – Configure Duo User and Group 
importation to suit your environment and set up adaptive 
policies to control access to protected applications. 

Tailor-made approach – Duo User Activation methods 
and strategies appropriate for you. 

Comprehensive solution – Configuration of Duo two-factor 
authentication selected services, platforms or applications. 

Highest level of security – Deployment of required 
supporting Duo infrastructure to facilitate Duo services with 
the highest available security. 

Review your strategy – Assistance with strategy to validate 
and control the roll out of Duo protection services to the wider 
user base. 

Secure your applications with ease – Duo application 
protection for Microsoft Windows Logon and Remote Desktop 
Protocol for Desktops and Servers.
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