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Key pillars of resilience
& continuity



AI impact on operational resilience

Operational resilience concept AI context

Important business services AI-enabled services (decision making, analytics, automation)

Impact tolerances
Maximum acceptable model downtime, accuracy loss, or 
decision delay

Mapping
Data pipelines, feature stores, models, APIs, cloud 
platforms, identities

Severe but plausible scenarios
Data poisoning, ransomware, cloud region loss,
identity compromise

Response & recovery Restore clean data, models, pipelines and access within tolerance



Identity



Identity

Non Human Identities set to be 
between 50 and 100:1 ratio by 
end of 2030

68% of cyber incidents in UK in 
2025 involved a machine 
identity



Pain points

“How am I able to get an 
understanding of the risk 
to my identities?”

“How am I able to manage 
what my identities are able 
to access?”

“How am I able to 
detect if an identity has 
been compromised?”

“How am I able to get 
visibility of data movement 
and who has access?”



Cyber recovery



Pain points

“If attackers can alter 
or delete my backups, 
I have nothing to 
recover from.”

“I don’t know what’s been 
hit or how far the attack 
spread.”

“We think we can 
recover, but we’ve never 
proven it under fire.”

“Even if I can recover, how 
do I do it quickly and 
without reintroducing 
malware?”
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ADVERSARY 
DETECTION & 
RESPONSE



SCATTERED SPIDER

The problem

Ransomware detection/prevention by CrowdStrike

[1]

[3]

Compromised employee credentials

Persistence via new user account 
creation with elevated privileges 

Investigation of detection, AI triage
Process table and tree

Real-Time Response

Host Containment

Credential / MFA Reset

[2] Identity Investigation – who was the source?

New account creation?

Detection & Response



DETECTION ALERT





INVESTIGATION





IDENTITY





REAL TIME RESPONSE





INVESTIGATION

WORKBENCH





RECOVERY?
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HOW LONG WILL IT TAKE 
TO RECOVER?



CYBER RECOVERY TIMELINE

Business as usual Investigate Restore Validate



WHAT IS CLEAN?

Data Pre-Encryption
or Deletion

01
Free From Attacker 
Ransomware

02
Free From
Attacker Tools

03



HOW FAST CAN YOU SCAN YOUR BACKUPS?

5,000 (workloads) x 15 (days 

of retention)

=
75,000

Snapshots

1 min per 
snapshot

75,000 
minutes

50+ days 
downtime, 

reputational 
damage, lost 

revenue



INTRODUCING
THE RUBRIK PREEMPTIVE

RECOVERY ENGINE



Enterprise Cloud SaaS Identity

Data +
Metadata

Data +
Metadata

Data +
Metadata

Data +
Metadata

Preemptive Recovery Engine

Identify clean recovery points with 
pre-computed hashes

Monitor user access and 
permissions updates

Understand sensitive data 
exposure

Recommend clean recovery points 
in orchestrated recovery plans
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ANOMALY DETECTION

Anomaly Detection and 
Encryption Detection

False-Positive Analysis

Anomaly Detection UIAnomaly and Encryption  
List

New snapshot metadata Previous snapshot 
metadata

Incremental diff



THREAT MONITORING AND HUNTING
YARA YARA YARA YARA YARA YARA YARA YARA YARA
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HASH HASH HASH HASH HASH HASH HASH HASH HASH

HASH HASH HASH HASH HASH HASH HASH HASH HASH

HASH HASH HASH HASH HASH HASH HASH HASH HASH

HASH HASH HASH HASH HASH HASH HASH HASH HASH



TURBO THREAT HUNTING
75,000 snapshots scanned in up to 60 seconds!

Cyber Attack

Identify Entry Point +
Clean Recovery Point

Query Pre-Computed Hashes for 
Malware across Data Time-Series

Rubrik Recovery Options



Preemptive
Recovery

Engine



SENSITIVE DATA EXPOSURE



IDENTITY RESILIENCE



MINIMIZING IMPACT OF CYBERATTACKS

Business as usual Investigate Restore Validate



Business as usual Business as usual

MINIMIZING IMPACT OF CYBERATTACKS





MONITOR
Full visibility into your agents and their actions with 
granular app & identity understanding.

AI Resilience

Agent Registry

Agent Identity & Access Mgmt.

Agent Rewind

Agent Tuning

All Your Applications Users and Agents

AI Models & SLMs

41

VALIDATE & GOVERN
Enforce policies, quantify risk and detect agent 
errors in real time

REMEDIATE
Undo destructive actions to data, apply guardrails, 
and optimise agent performance.



CONTEXT ENRICHMENT 
CARDS





NG-SIEM & FUSION SOAR





HOW DO I GET THIS?





Security + IT = resilience



How Softcat can help

Bespoke security workshop: Framing and 
mitigation of risk and how to ensure clean 
and fast recovery.

Rubrik & CrowdStrike discovery sessions:
Displaying the already existing and pre-built 
integrations available from the CrowdStrike 
marketplace with your teams.



Thank you
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