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Key pillars of resilience

& continuity

Resilience &
continuity



Al impact on operational resilience

Operational resilience concept

Important business services

Impact tolerances

Mapping

Severe but plausible scenarios

Response & recovery

i1 1L 1

Al context

Al-enabled services (decision making, analytics, automation)

Maximum acceptable model downtime, accuracy loss, or
decision delay

Data pipelines, feature stores, models, APIs, cloud
platforms, identities

Data poisoning, ransomware, cloud region loss,
identity compromise

Restore clean data, models, pipelines and access within tolerance
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|dentity

Non Human |ldentities set to be
between 50 and 100:1 ratio by
end of 2030

68% of cyberincidents in UK in
2025 involved a machine
identity
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Pain points
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"How am | able to get an Na O "How am | able to manage
understanding of the risk o’% what my identities are able
to my identities?” ?% to access?”
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"How am | able to get ® 3¢ "How am | able to
visibility of data movement m“ug;\o‘\ detect if an identity has

and who has access?” been compromised?”



Cyber recovery
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Pain points

5 ctor
“If attackers can alter @&6q‘° “I don't know what's been
or delete my backups, \&\,5@ Y%, hit or how far the attack
| have nothing to & - spread.”
recover from.”
Cyber
recovery
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Even if | can recover, how C, Yoy g"'ana';"‘o We think we can
do | do it quickly and 1% -\‘es“;\la\'\b recover, but we've never

without reintroducing

proven it under fire.”
malware?”
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CROWDSTRIKE

ADVERSARY

DETECTION &
RESPONSE

CROWDSTRIKE CONFIDENTIAL/PROPRIETARY INFORMATION

© CROWDSTRIKE, INC. ALL RIGHTS RESERVED.



Ransomware detection/prevention by CrowdStrike

N Compromised employee credentials

Persistence via new user account
creation with elevated privileges

«7{ T 4 Investigation of detection, Al triage
N s Process table and tree
N

Identity Investigation — who was the source?
New account creation?

Real-Time Response
R Host Containment
* Credential / MFA Reset
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Charlotte Al

MNew detections SHA-based detections Prevented malware by host

DIAL-BEE-USRI 42
P 4bBd 402
DIAL-BEE-USR2 L
9f914d4 270672 15501044 acd85a32d58aaei1410d4 0x fddfaSd b4 Bf66ccdaf 306
T61815301a00d0b3IaTbb4 959a5004b623c55009ce701c60B6 79646841323 150
’ Total 1747 Total 56
CrowdScore over time @ : Most recent detections
Severity Tieme: Hoat ID Link.
L]
T High Al Powered 104 via Malicious File @ o, 200 00:39:2 DIAL-BEE-USR1
3‘- High Al Pawered 104 via User Execution 0 May 6, 2026 0@;39:17 DIAL-BEE-USR1 See detection
-t » .
% High Al Powered 104 via Malicious File o May 6, 2826 09:38:54 DIAL-BEE-USR1 See detection
- gt 3847 ; =
."""--—__________ T High Al Powered 104 via User Execution Q@ e, 20 003847 DIAL-BEE-USR1 ctign
. . ” =
& High Al Powered I0A via Malicious Fila @ w6, 2006 00:35:34 DIAL-BEE-USR1 Son dotec
g High Al Powered 10A via Usar Execution o May 6, 2026 00:38:27 DIAL-BEE-USR1 See detection

Detections by tacties
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ard | Endp May 6, 2026 00:40:26 | En:

Cc = falcon.crowdstrike.com/activity-

a Endpoint security | Endpoint detections > M . 2¢ ! Q Search ﬁz Charlotte Al

Process table Process tree
»

Legend

y &P Al entitios

Highlight by

45706166
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Hosts | investigate | Falcon

d&searchValue= 8 3e9cT710¢ meRange=lastWeek

Charlotte Al

Investigate

DIAL-BEE-UN1 2026-04-29716:09:26401:00 2026-05 15:39:13+01

View in Advanced event search [ Export

Log on type 4 Log on time - Log off time 5 Duration

04T2338:UZ

Intera

03T23:43:32Z 2026-05-03T23:43:542Z 22s

Network

5-05-

05

Network

Intera:

2026-04-30

Intera:

2026-04-29T2340

Network

Intera

Page 10f1

Unique ASEP values updated Unique browser injected threads Unique DLL injections

Timelines

=m
Upder=s |

Java injected threads Unique executables written Injected thread from unsigned modules
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Host management | Host se
https:/falcon.crowdstrike.com/host-management/he tilter=last_seen%3A%27Last%20day%2

IKTA CrowdConnect St Salesforce [ Product SarviceNow ) 3 E Of 3 8 nsac

John Spencer SE Demo g ‘ =]

Search all flelds < Last seen = Lastday X Clearall  One-click filters () Off

{fostname Host I[ Last seor First se

n Plattorm )S versior vpe Local IP al 1P MAC addr Sensor Ve H Togs ast logg Asset crit po LogScale Col Sensor updat Br
AL-BEE 37641dd57t D605 - 2026 §1-05- 202¢ Windows Workstation 2 ( 206206998 3-62-1b-Te-t 6208050 K Jned
fost group assignment [N
£ 027806551341 06-05- 2026 01-05-202¢ Windows windows Ser orver 217034 206206998 y-fa-c7-08-0 736208050 yesigned - Network contain b
01-05-2026 01-05-202¢ 01-05-202¢
N b3364e2a7f 26-05-202¢ 01-95-20 Wind Windows X Workstation 17217029 206.206.99 3-19-¢5-0¢ 65.208( assigned e shmading
01-05- 2026 01-95-202¢ 01-05- 2026
£ Se7111213 06-05- 202¢ 91-95-20. Windows Windows W 72.17.0.2¢ 206206998 3-89-c4-Tb 7362 Test Group > 2 Asset det
01-05- 2026 01-95-202¢ 01-05-202¢ deta
e
ping t
Remove gr ) tag
A Connece s .
1 er page Page 1 0f 1
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ard | Er Incidents | Ni
&) %5 falcon.crowdstrike.com/xdrfincidents

= M) Next-GenSIEM ents | Q search @ Charlotte Al

| o Incidents will be retired and no longer available starting June 8, 2026. Please update relevant rules and Fusion workflows involving incidents. Use Cases for incident management, [

C Autom o Case: Incidents
14 results (14 total)

Searchincidents Q  Severity « Time v  Assignedto v  Status v Generatedby ~ User v Hosts v Logsource v Vendor v Category v IP+~ Tags v Tactic v Technique v Destinationhost v  Destination IP address v  Source host v  Source IP address v  Add/remove filters +

C Sort by Timestamp: Newest to oldest -

Today, May 6, 20
T 38-43 CRWDTOUR-MAYE via Domain New N
gh CRWDTO ARY ia Doma o o)
Apr. 23, 202
» High 2 % Endpoint Control vi Unassigned New :
> :
High 5 3 a Endpoint A c C o
A 3, 202
. Critica 7 key with other generic malware = Endpoint CrowdStrike Registry Unassigned New

alware

New

Unassign

y key with ot

Critical >

c malware

New

=
key with other generic malware = Endpoint

Persistence via Unassigned

Mar. 16, 202
@ Critica € key with o alware = Endpoint Cr tence via Regist New
Mar 026
2 Critical 6 th other generic malware - oint ed f
Mar. 2, 202
. Critica 6:5 ce via registry key with alware = Endpoint CrowdStrike Unassigned New
Feb. 26, 202
4 New :
F 3, 202
Stop Scresn Recording
@ Critica 6:48 egistry key with other generic malware nt CrowdStrike ¥ New .
i 6, 20

ey with othe

c malware Endpoint




RECOVERY?
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Identity Resilience DASHBOARD  PROTECTION “~  ACTIVITY v  VIOLATIONS Vv IDENTITIES v EVENTS v  REPORTS O @ ':' Global Organization
Activity and Top Actors Pulse = Allidps  ~ ' Past24hours ~
0 -35
114\/\.-557 19\/\-378 84\/\-70 8\’\-169 3\/\.-5 i 0—0
Policy Configuration
Total Actions Creation Deletion Membership Change Permission Change Chalm):ge (e Tenant Settings Change
60
Top Actors for Selected Type
50 Identity Display Name Actions
40 da.waltz@rubrikdemo.... 37 (137)
30 & rubrikgaia Entra A... 28 49
20 R @ ThomasWaltzDA 19 1102
10 Microsoft Online Servi... 1
0 Microsoft Online Servi... 4 IKE\)
10 11 12 13 14 15 i3 17 18 19 20 21 22 23 00 01 02 03 04 05 06 07 08 09 10
-O- Total Actions
User Lifecycle Actions  AllidPs  ~  Past24hours ~

0=

Password Changed

18 W -360

Total Actions

4 ., 1o

Users Created

6\/\.-88

Users Deleted

0—o

Users Locked

0] —¢

Users Disabled

8 Wy -162

Group Changes

v




~ HOW LONG WILL IT TAKE
10 RECOVER?




CYBER REGOVERY TIMELINE

Business as usual EE) EE) EE) Investigate

Restore

Validate

[

v



WHAT IS GLEAN?

[ty

01

Data Pre-Encryption
or Deletion

02

Free From Attacker
Ransomware

03

Free From
Attacker Tools



5,000 (workloads) x 15 (days
of retention)

= 1 min per —_— 75,000
75,000 x snapshot — minutes
Snapshots

HOW FAST GAN YOU SGAN YOUR BAGKUPS?




~ INTRODUCING
THE RUBRIK PREEMPTIVE
RECOVERY ENGINE




Threat Feed

Data + Data +
Metadata Metadata

Enterprise Cloud

!

Data +
Metadata

Data +
Metadata

Saas Identity

!

!

Preemptive Recovery Engine

Identify clean recovery points with

pre-computed hashes

Understand sensitive data
exposure

Monitor user access and
permissions updates

Recommend clean recovery points
in orchestrated recovery plans



ANOMALY DETECTION
a

New snapshot metadata Previous snapshot
metadata

Incremental diff

!

Anomaly Detection and
Encryption Detection

|

False-Positive Analysis

!

®
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THREAT MONITORING AND HUNTING
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TURBO THREAT HUNTING

75,000 snapshots scanned in up to 60 seconds!

Cyber Attack

L

Identify Entry Point +
Clean Recovery Point

!

Query Pre-Computed Hashes for
Malware across Data Time-Series

!

Rubrik Recovery Options




Clean point in time

Preemptive
Recovery —— @ — # # # #
Engine J

Start a Cyber Recovery

Non-quarantined and non-anomalous

Objects Selected Snapshot
0 APP1 B 91272024, 1:59 PM

QO app2 @ 9/10/2024, 1:59 PM




SENSITIVE DATA EXPOSURE

SSN Full Name

) - New
Password Credit Card Number |||||||oa|||||||||lll||'|||||'|||||| Critical Alerts

Sensitive data downloaded by anonymous actor

Address cvv | 1 min ago TR LI TRT L

ousines Data | 98K

ustn ACCOUNTS
Fnanclal
o fubrikgalamestsl. T . Rubrik Gala Nest.
- < RW =

D Salary Detalls : ! (]

5 min ago L

) -y Test-Dev
» D Credit Card

Excessive file download

P11 | 160k J customer Data | 191K |

D UK Unigque Taxpayer

SV, Y Preprod-Mgration

D) Bank Account Number




IDENTITY RESILIENGE

Select Objects to Recover

napshot taken on 05 Dec 5,2024 , 6:00 PM, from t! 1 controller PDCO1.fuji.us

Privileged Identity
with Enabled Delegation

Detected on 3 24 May 2024, 03:32 AM

DISABLE DELEGATION

@& John Doe

Title: Sr. Director - Department: Design

Violations over time ©




MINIMIZING IMPAGT OF GYBERATTAGKS

Business as usual £s3 £53 B3 Investigate Restore

Validate

v



MINIMIZING IMPAGT OF GYBERATTAGKS

Business as usual E/ E/ E/ Business as usual E, mj mj

[






Full visibility into your agents and their actions with
granular app & identity understanding.

Pe

228 [ & | ﬁﬁ |é| i

VALIDATE & GOVERN

Enforce policies, quantify risk and detect agent
errors in real time

Agent Registry

Agent Identity & Access Mgmt.

Agent Rewind

Agent Tuning

REMEDIATE

Undo destructive actions to data, apply guardrails,

© 60

.
G| AN and optimise agent performance.
OpenAl | | awmiscs e eta
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Activity dashboard [] @

E=E Endpoint security

Current CrowdScore @

New detections

Q Search

lft":f., Charlotte Al

SHA-based detections

Prevented malware by host

Today 0 Last 7 days
27d849efb6c5d9d031a356743de848a70fc827623... 720
d7f10571f58adbe122615b869eb42b05286770148... 668 =

No data found
/ 100 , Total 1822

Last refreshed: 11:41:38 Last refreshed: 11:41:38 Last refreshed: 11:41:38 Last refreshed: 11:41:38

CrowdScore over time @ : Most recent detections

100 Severity Tactic & Technique Time Host ID Link

a0

o . :

80 ‘ High Impact via Data Encrypte... o May 7, 2026 02:00:03 SX1-CRWD-W1 See detection

70

60

o . .

50 @ High Impact via Data Encrypte... o May 7, 2026 02:00:03 SH1-CRWD-W1 See detection

40

30

20 . . -

‘ High Impact via Data Encrypte... o May 7, 2026 02:00:03 SX2-CRWD-wW1 See detection

10

o= __-_‘___,.--""0""-..______-_

05-01 05-02 05-03 05-04 05-05 05-08 05-07 ) o k - o B

Last refreshed: 11:41:38 Last refreshed: 11:41:38

Detections by tactics

60 —

55 —

50 [ ]

45

40

as

a0 o

25

2{; . e -

15

10 ! ] . - —

5 EEE BN N N . . | B B | -—————————————-——
- e s s s s s s B s s s B o S B O BE S S S S S S S e . — .
04-07 04-08 04-09 04-10 04-11 04-12 04-13 04-14 04-15 04-16 04-17 04-18 04-19 04-20 04-21 04-22 04-23 04-24 04-25 04-26 04-27 04-28 04-29 04-30 05-01 05-02 05-03 05-04 05-05 05-08

@ Execution . Impact . Credential Access @ Malware . Persistence .- Defense Evasion @ Discovery

Last refreshed: 11:41:38

05-07
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= M) Next-GenSIEM | Detections [ @ Q search & Charlotte Al

o You will no longer be able to add detections to incidents after incidents are retired on June 8, 2026. Add detections to cases instead.
Detections Automated leads Cases Incidents ©
29,288 results (29,288 total)

Saved filters v : Search detections Q  Severity ¥ Time v  Assignedto v  Status v  Category v  Source product v Tags v  Add/remove filters + Clear a MITRE ATT&CK® Matrix (D

Risk score tuning &" Groupby v Sort by Time: Newest to oldest v
Risk.. £ | Severity C | Detect.. v~ | Name Category C | Attributes & Assign.. < | Resolution | Status C | Vendor C | Sourcel

Today, May 7, 2026
Risk score L@ Severity Detect time Process on host . Category Tactic via tech Trigger Hostname User name Tags Assigned to Resolution Status Vendor Source prc =
e 72 = High 02:01:22 RanSimV2.exe on SX1-CRW... - Endpoint Impact via ... RanSimV2... SX1-CRWD... Administra... RSC Threat Hunt Unassigned - New CrowdStrike Falconl *
- Risk score e ar Detect time Process on host _ Categor Tactic via tech Triggering file Hostname User name Tags Assigned to Resolution Status Vendor opre
- o 72 o High 02:01:10 RanSimV2.exe on SH1-CRW... . Endpoint Impact via ... RanSimV2... SH1-CRW... Administra... Sensitive Data Unassigned - New CrowdStrike Falconl *
= Risk score L@ Severity Detect time Process on host .. Category Tactic via tech Triggering file Hostname User name Tags Assigned to Resolution Status Vendor Source prc 2
— e 72 v High 02:01:08 RanSimV2.exe on SX2-CRW... o Endpoint Impact via ... RanSimV2... SX2-CRW... Administra... - Unassigned = New CrowdStrike Falconl *
Risk score L0 Severity Detect time Process on host . Category Tactic via tech. Triggering file Hestname User name Tags Assigned to Resolution Status Vendor Source prc =
e 72 L High 02:01:08 RanSimV2.exe on SH2-CRW... o Endpoint Impact via ... RanSimV2.... SH2-CRW... Administra... Sensitive Data Unassigned - New CrowdStrike Falconl *

May 6, 2026

Risk score Severity Detect time Detection name @ Category Verdict Escalation prio. Account name Account domain Source endpol, Policy rule name Assigned to Resolution Status Vendor Source pre -
- ‘ Low 14:21:30 Policy rule match (access) » Identity Inconclusi... 178 natasha RUBRIKGA... - Interactive... Unassigned - New CrowdStrike Falconl *
Risk score Severity Detect timo Process on host . Category Tactic via tech. Triggering file Hostname User name Tags Assigned to Resolution Status Vendor Source pre 3
* 10 ‘ Informational 14:01:08 RanSimV2.exe on SH2-CRW... . Endpoint Execution ... RanSimV2... SH2-CRW... Administra... Sensitive Data Unassigned - New CrowdStrike Falconl *
= Risk score Severity Detect time Process on host . Category Tactic via tech Triggering file Hostname User name Tags ssigned to Resolution Status Vendor Source pre <
— * 10 ‘ Informational 14:01:08 RanSimV2.exe on SX1-CRW... e Endpoint Execution ... RanSimV2... SX1-CRWD... Administra... RSC Threat Hunt Unassigned - New CrowdStrike Falconl *
- Risk score Severity e s _ Category Tactic via tech Triggering file Hostname User name Tags Assigned to lution Status Vendor Sourceprc
— ° 10 = Informational 14:01:08 RanSimV2.exe on SH1-CRW... = Endpoint Execution ... RanSimV2... SH1-CRW... Administra... Sensitive Data Unassigned - New CrowdStrike Falconl *
Risk score Severity Detect time Process on host .. Category via tech Triggering file Hostname User name Tags Assigned to Resolution Status Vendor Source pre ~
* 10 ‘ Informational 14:01:0 RanSimV2.exe on SX2-CRW... — Endpoint Execution ... RanSimV2... SX2-CRW... Administra... - Unassigned - New CrowdStrike Falcon! *

Risk score

(]
° 72 @ High 02:01:11 RanSimV2.exe on SH2-CRW...

Severity Detect time Process on host Category Tactic via tech. Triggering file Host

me User name Tags Assigned to Resolution Status Vendor © pre

Endpoint Impact via ... RanSimV2... SH2-CRW... Administra... Sensitive Data Unassigned - New CrowdStrike Falconl *

. Risk score Y Detect time Process on host _ Category v Triggering file Hostname User name Tags Assigned to Resolution Status Vendor Sourcepre

< = .
— o 72 v 02:01:10 RanSimV2.exe on SX1-CRW... ar Endpoint Impact via ... RanSimVZ2... SX1-CRWD... Administra... RSC Threat Hunt Unassigned - New CrowdStrike Falconl
. Risk score @ Severity Detect time Process on host — Category Tactic via tech Triggering file Hostname User name Tags Assigned to Resolution Status Vendor Sourcepre
- e 72 © High 02:01:09 RanSimV2.exe on SX2-CRW... o Endpoint Impact via ... RanSimV2.... SX2-CRW... Administra... - Unassigned - New CrowdStrike Falconl *
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Activity dashboard [] @

E=E Endpoint security

Current CrowdScore @

New detections

Q Search

lft":f., Charlotte Al

SHA-based detections

Prevented malware by host

Today 0 Last 7 days
27d849efb6c5d9d031a356743de848a70fc827623... 720
d7f10571f58adbe122615b869eb42b05286770148... 668 =

No data found
/ 100 , Total 1822

Last refreshed: 10:22:01 Last refreshed: 10:22:01 Last refreshed: 10:22:01 Last refreshed: 10:22:02

CrowdScore over time @ : Most recent detections

100 Severity Tactic & Technique Time Host ID Link

a0

o . ;

80 ‘ High Impact via Data Encrypte... o May 7, 2026 02:00:03 SX1-CRWD-W1 See detection

70

60

o . .

50 @ High Impact via Data Encrypte... o May 7, 2026 02:00:03 SH1-CRWD-W1 See detection

40

30

20 . . -

‘ High Impact via Data Encrypte... o May 7, 2026 02:00:03 SX2-CRWD-wW1 See detection

10

o= __-_‘___,.--""0""-..______-_ k
05-01 05-02 05-03 05-04 05-05 05-08 05-07 ) _ _ - o B

Last refreshed: 10:22:01 Last refreshed: 10:22:01

Detections by tactics

60 —

55 —

50 [ ]

45

40

as

a0 o

25

2{; . e -

15
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5 HE BN IS =B B =S = N N . HE BN BN Bl B =BE B = = . ———-——

- s o s s o os os B s os s B s s bs B O Se s e O Ee B = I B == —
04-07 04-08 04-09 04-10 04-11 04-12 04-13 04-14 04-15 04-16 04-17 04-18 04-19 04-20 04-21 04-22 04-23 04-24 04-25 04-26 04-27 04-28 04-29 05-01 05-02 05-03 05-04 05-05 05-08
@ Execution . Impact . Credential Access @ Malware . Persistence .- Defense Evasion @ Discovery

Last refreshed: 10:22:01

05-07



Security + IT = resilience

\GROWDSTRIKE

Security

Threat detection & response
|dentity threat protection

Al model monitoring

Detect & notify

Cyber threats

Al-powered attacks
Data breaches

Ransomware

Unified response & recovery

Critical Al
data & models

s.¢ rubrik

IT operations

Data protection & backup
Clean recovery points

Secure data restoration

Validate & recover

Recovery options

Verity clean data
Restore Al models

Rollback identity changes



How Softcat can help

Bespoke security workshop: Framing and
mitigation of risk and how to ensure clean
and fast recovery.

Rubrik & CrowdStrike discovery sessions:
Displaying the already existing and pre-built
integrations available from the CrowdStrike
marketplace with your teams.
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Thank you
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