Mimecast Whitepaper

Email Archiv ing Success:

Message Warehousing
on the Mimecast Stor age Grid

Centralized email archiv ing for the enterprise

Online. Real-time. Always.

n Demand Security, Storage & Continuity



“ Creaing a secue certral
reposiory of all busines emdi
data @an be an gpensie and
technially mmplex
undertaking. ”

“ In-house emdiarchiving
projects mnsume a
disproportionate peicertage of
budgés rlative to other IT
initiatives. ”

“ Data wlumes simply gow too
large 0o quickly b gore and
secue dfectively within budge,
time and echnology
condraints. ”
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mimecast

unified email management

Message Warehousing on the Mimecast Stor age Grid

Centralized email data management for the enterprise

Toda cerralizd emal daa managemenis a criti@l requiremert for every busines.
Without it companies lose ontrol over their imporant electronic businss ecords and
valuable ifiormation, and @nnot efectively med operational and legishive
requiremerts.

Omaniations tha leave the managemenof emal daa in the hands of their end user
lack the ontrol nealed to guaantee tha their data is secu, disoverable and aailable
when it is neded.

Credting a secue ceriral reposiory of all busines emdidata an be an gpensie and
technially @mplex undergking. The layer an oganiation, the moe mal sewers and
locations neal to be inorporated, the moe challenging and indekethe moe important
it is to have cerralizd emal data managemen

Various emdiarchiving poducts ae available on the maré&t, each equiring the
purchase and deplgment of expensie redundart hardware, software and omplex
integration on loal neworks bedore a benéit can be ealizzd. In-house emaiarchiving
projects tend to cnsume a digroportionate percertage of budges relative to other IT
initiatives. This esults from their @mplexity, the requiremerts for offsite backup and
the growing and unpedictable dda volumes involved.
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Fig. 1: Mimecast vs. On-Premise Archive: Cost & Data volume comparison

Mot IT manages ae new to the responsbility of mairtaining the aailability of emal
data for multi-year periods. A signifaat amourt of new emal daa is ceated and
received every day and ecch dg marls the beginning of a e multi-year daa retention
period.
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“ A simple opeational
requiremert quickly turns ito a
signifiant long term financial
and technial buden. ”

“ Effective emal data
managemenis vital to every
business. ”

“ Mimecad provides everything
an erterprise emdidaa
managemenhstrategy neels in
a ready-to-use online bst
practice onfiguration. ”

“ Mimecad offers the indugry's
mog sophidicated multi-tenart
always on emdisolution. ”

mimecast

unified email management

Busines Cotinuity planning dicates tha this daa mug be gored on esilient hardware
and be backd up, idally in eal-time, © one or moe offsite loations. As d&a volumes
grow, traditional backip and eoovery drategies or disk ¢ disk eplication appioaches
bemme less dfective.

Daa wlumes simply gow too lage o quickly b gore and secur efectively within
budgd, time and echnology ongraints. This iformation is also gpectd to be online,
saarchable and insmntly retrievable ty the businss & all times.

Attempting to med these equiremerts with in-house ystems dries signifiant capital
and opeasting expense irno a busings and ofén result in a subopmal solution.
Additional @gs ae to be borne gar over year & the busines etends and ptches
what soon beomes a legacy da reposiory.

A real challengedceal is when onsé emal archiving gstems do not sale & a software
level and @annot perbrm adequéaely when equired to hande laige and apidy growing
volumes of dda. With message slumes on the rise andwerage fle atachmen sizs
increasing $eadily, arrectly sizing and sting an in-house emlailata managemen
sysem inevitably involves guessvork. Midakes @n be osly as lage wlumes of dda
inevitably enounter a perbrmance degadation threshold.

Changing pl&orms wil involve signifiant expense a well ss dovntime and poential
data loss. Beides software s@labliity, hadware and baclp faciities also ned to sale
and poviding these ficlities @n involve sulstartial recurring ogts. A seemingly simple
operational requiremert can quickly turn ito a signifiant long term financial and
technial burden.

Beause dfective emal data managemenis vital to every busines, IT deartments
need a pactical grategy thd is low risk, futue proof, immeliately dfordable, esy to
implemert and manage, and critidly, has a pedictable @s profile over the mary years
of emal daa managementhat lie ahead.

The solution:
Message Waehousing on the Mimead Storage Grid

Mimecad provides everything an eterprise emdidaa managemenstrategy neels in a
ready-to-use online bg practice onfiguration.

The backbone of Mimedt's daa retertion sewice is Mimead Stor4 - a geogphially
diverse highly sailable, secug and esilient storage and iformation managemengrid.
Mimecag Stor4 is a unique softare g/stem designal by Mimead to med the new
business challenge of priding high pedrmance high aailability data retention
sewices to thousands of cusmers simulaneously on an etremely o effective
Internet based g/stem.

Mimecad Sor4 is fully inegrated into the Mime@g platform so tha clierts @an bendit
from a ompletely unified and holiic emal managemenhservice. The Mimeas Sor4
grid is seved from a geogaphially diverse best of breed dorage hadware and high
performance 64bit omputing irfragructure.
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“ All data is immeliately written
to a lead three of ifs
geogaphially diverse sorage
nodes, each housd in secue
interconneced daa cernres. ”

“Mimecad is the only povider
with the technology ¢ offer
massiely parallel sarch
aggegdion delivering
sub-seond full &xt search
results. ”

“ All accss b your daa by
your adminidrators is loggd in
a omprehensie accas audit
trail. ”
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This idragructure is housd in highly secur daa certres behind lgers of
advancead security echnology Mimeag offers the indusry's mog
sophidicated multi-tenart online emali storage solution with unmeched levels
of search perbrmance, daa security availability and resilience.

,'r‘ Storage ‘_.I':__E

. Node 3

E H ‘ Storage Rea H.:ime Replical-:i-oa
\\—/_:_—',_" ;D ; Ja—
e — I. . y i )
-‘. rJ i’
. Location A -

: Q <+

\\‘ Location C ’,"

Fig. 2: Stor4 storage nodes and replication paths

Mimecag provides the softvare appli@tion sewices & well as the plysial nework,
computing and torage irffragructure required to deliver comprehensie unified emal
data managemen The sevice inorporates real-time emal continuity sewices, long
term emal retention, compliance, disavery and idormation managementools,
comprehensie gdeway based emal security and policyantrols and the mos
sophigicated online M'A and emerprise irira-organiation routing functions sailable in
the marlet.

With this technology Mimeas is regponsble for the sde delivery, gorage, and
managemehof hundreds of milions of mesages for thousands of busireses
worldwide every day.

Critical apabilities to deliver agains your enterprise emal data managemen
strategy:

Triple Reailience- As déa is eceived by Mime@4 it is dynamially written to the
Mimecag Sbr4 grid. The grid softare ensues tha all daa is immeliately written to &
leag three of is geogaphially diverse s$orage nods, each housd in secue
interconnecied daa cenres. Each node Isabult-in redundancy ¢ protect agains
individual device and mdia failure, as well as self haling ©nnectivity b other nodes
ensue ompleteness of esilience.

Dynamic D&a Potection - Each node on the &4 grid is svare of its emote gorage
partners for all segmets of dda and is ware of its awn role in potecting eery piece of
data within each segmen Should a node stdr from a mrtial or @mplete loss of dta
causal as a esult of malia failure or a atagrophic loal disater, normal gstem
operations wil continue undfected. Once n& media or a nev node is alloated for
redundart recovery, the failed node's emote partners wil automatically rebuid the
missing déa and enswe that the grid mainains triple edundancy
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“ Mimecad's unique softvare
architecture tha ensues the
continuous availability of daa
from multiple nods on the grid
at all times. ”

“ Given the wlume of emdidata
an erterprise @n pioduce acoss
its mary mal sewers, a
centralizzd reposibry nedls o be
capable of eliably eceiving
indexing, and securing a
congant stream of nev content.”

“ Mimecag offers rich mssage
mining @pabilities tha make

tasks tha seemal impossdble in
the pag happen in miisemnds’
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Advanced Daa Irtegrity - The Mimead Stor4 software perbrms @ngant data irtegrity
checls to ensue tha the daa written to it is \alid and omplete & all times. Should ayn
elemert of the daa beome @rrupt, the gystem wil detect and epair itself
automatically from the other \alid mpies of the déa available on the grid. This prvents
any wide pread corruption of daa or an eror outbreak ondition a seen with other
‘classic eplication model' devices, wheke errors and orruptions ae blindy replicated
across the déaset.

Rapid D#&a Accepance- Given the wlume of emdidaa an enerprise @an produce
across is mary mal sewers on a ddy or even an hourly bsis, a cetralizd reposiory
needs © be @pable of eliably eceiving indexing, and securing aongant stream of
new content.

Mimecag Sbor4 has highly opimized software processes t med this challenge and
balances loals acoss paverful multi-core node ontrollers with the Bw processing
power to accep substantial greams of déa in eal-time. A cliets emal daa mmes
from mary different mail sewers both inside and oside the businss. Thegfore
Mimecag acceps external emalis via the SMTP channel andeimal mai from your
various iternal mal sewers via a secuir and naive Microsoft Exhange Journal Hoeg
connecor.

Always On- Mimeag offers you guaanteed acces b your daa 247 for the full
duration of your contracted retention period. This guantee is only posble due b
Mimecad's unique softvare architecture tha ensules the ontinuous aailability of daa
from multiple node on the grid gall times. This is impoant as no ompany @n predict
when higoric emal data wil be required by a user ord mee a grategic busines
requirement. Mimecag therefore keeps all of yur daa available © you & all times
without compromise.

Sarch Salability - Without signifiant search salabiity, a cetralizd erterprise emdi
data infragructure will bemme slav and ultimaely unusable. Delering sub-seeand full
text search and etrieval acoss lage dda wlumes requires diferent software
architectures and ifragructure than $andad emal archiving pléforms, and thee ae
generlly bo expensie for normal oganiations. Mimeag is the only povider with the
technology ¢ offer massiwly parallel serch aggegaion capabilities t fit the budge.
These @pabilities ae esserial for keeping sarch and etrieval perbrmance accefable
across an eterprise's full emdidata wlume.
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Fig. 3: Mimecast vs. On-Premise Archive: Search Rerformance
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Tamper Poof, Auditable and Secuw - Accas b your daa is only posbkie by your
authorizzd adminidrators via a secwr autherticated log-in © your Mime@ad acount.
Mimecad supporis autherication againg your own Microsoft Active Diectory as well &
a loal security deabase. All accgs b your daa by your adminidrators is loggd in a
comprehensie access audit tail. Each fe is encypted uniquely ér each cliem and
receives a unique chedum on eftry. Mimeag can therefore certify that client's daa
has not been modifid since it etered the grid.

Compleeness of dda - An emdidata retertion grategy is inomplete unless all the
information pertaining b a message, & \arious \ersions, omponerts, policies erforced
upon it and érensic tace iformation is etained too. Forensic tace iformation such a
proof of delivery information which is usually only helétporarily & the Internet emai
gaeway level is criti@al to being ablea prove daa \alidity.

Mimecad retains all the gy information such @ which mdisewer the message \as
acceped from and deliered to, the geeting received by the regective serers, the daa
transmissiontart and end timstamps, and the final ackndedgmens issud from and
to these severs. Without this iflormation you may not be able d conclusiely piove
that a message s delivered by you to your intended recipiert, or indeal that a
message s received from who you purport it o have come from.

Mimecag is the only emdidata managemenplatform that records the full tace
data-sd. Other on-pemise achiving bols ae disonnecked from the actual eceig and
delivery actions peidrmed & the gadeway and & such lack theamnpleteness and
integrity of this vially important data.

Proof of delivery information

Fig. 4: Forensic track and trace
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Flexible information access- Pioviding uséul access b vad reposibries of
email data can be challenging. Mimest provides flexible tools to enable pu
to med the demands dr information that your busines wil have. For
example; saed searches, smart 6lders with permission bsed views, export as
PS opions, pesonal achive searches, and ontent or documen specific
searches. Mimead offers rich message mining apabilities tha make tasks
that seemal impossble in the @ms happen in seonds.

Single viev of global emal data

Delivering a single online ahive and sarchable viev acioss an eterprise's
entire global emdidataset is not trivial. Mimead delivers this samlessly ty
rapidly aggegaing and indeing dda from ary number of mdisewers on yur
networks amound the world. This emoves the neea for multiple fragmerted

local emal archive systems and omplex disovery processes. Mimeas Stor4
delivers the sorage and sarch power to offload the intense demands of global
emai data managemetfrom your in-house esources.

Mimecag provides your busines with a peverful corporate memoly that can
be accesa quickly easily and secuely to med today and bmorrow's
business demands.

Triple resilient geographically
diverse storage grid

Single view of your company’s
global data

Key: - Clients regional mail
servers

Fig. 5: Global email data aggregation

About Mimeast

Mimecad is the leading innovator in the Softvare as a Sevice busings emali
managememn market. The @mpany provides best practice mesaging security
storage, ontinuity, business irformation managemehand policy ontrol to
clients aound the world via a unifiel internet based architecture. Mimeast
was founded in 2002, and is hadquartered in the UK

Mimecag UK & Euope Mimecagt North Ameria Mimecag South Afri@a Mimecag Offshore

2-8 Balé St, khgs Coss, 275 Gove Steet, Buiding 2, Suié 400, Morningside Close @¢e Rark, Block G, t$-loor The Pwerhouse, Queens RdaSt Helier
London N1 9EG Newton, MA 466 222 Rivnia Rod, Morningside, 563 Jesey, JE2 3AP
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